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Challenge
In order to construct a secure nationwide 
electronic identity and signing infrastructure 
that would be easy for Uruguayans to use 
and access from different devices, Antel 
needed a technology partner to help 
design the architecture necessary to guard 
and control the digital identities of users 
throughout their lifecycle; and generate, 
protect, and manage cryptographic keys  
used for digital certificates and signatures.

Solution
Using Entrust Remote Signing Server and 
Public Key Infrastructure (PKI) solutions with 
Entrust nShield Hardware Security Modules 
(HSMs), Antel developed secure digital 
identity and signature services integrated 
with its own systems and processes, as 
well as those of most public and private 
institutions in Uruguay.   

Results
 •  New system called TuID (an abbreviation 

that corresponds to “Your Digital 
Identity”) was deployed for use by  
more than 1 million Uruguay citizens  
and non-Uruguayans.

 •  Antel was accredited by the local  
regulatory entity of Uruguay as a trust 
service provider (TSP) for advanced 
digital signature services, with centralized 
custody of keys and digital identification.

Antel, Uruguay’s state-owned  
telecommunications company,  
manages the country’s entire landline 
telephony and is its leading mobile  
and data operator. 

Objectives
 •  Confidently identify human  

users in the digital context 

 •  Implement identification and  
authentication processes across 
combined technologies

 •  Encourage mass adoption of digital 
identification system and establish  
trust in electronic signatures 

Technology
 • Entrust Remote Signing Server

 •  Entrust PKI solutions

 •  Entrust nShield HSMs
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Entrust Enables Antel to Build Digital Identity 
and Signing Infrastructure for Uruguay
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ELEMENTS OF SUCCESS 
Creating a safe, easy-to-use system 
for identification and authentication  
The primary objective of the project was  
to construct a secure nationwide electronic 
identity and signing infrastructure that 
Uruguayans would trust and use. This 
required the system to be safe, secure, 
reliable, and easy to use and access.

Antel saw two main challenges: 

 •  Identifying human users in the digital 
context and being confident the user  
was whom they said they were (identify 
and authenticate) 

 •  Encouraging mass adoption of the 
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Navigating technical challenges
Creating a nationwide digital signing 
infrastructure involves technical challenges 
such as: 

 •  Designing the architecture necessary 
to guard the identities of the users, and 
ensure they maintain exclusive control  
over them 

 •  Generating, guarding, and managing  
the lifecycle of the signature creation 
data – the keys of the digital certificates  
– in a secure way 

 •  Enabling users to sign without exposing 
digital certificate keys 

 •  Securely implementing user 
identification and authentication 
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 •  Includes an electronic signature 
provider, allowing the users to remotely 
sign documents with their digital 
certificate and keys in the central  
HSM infrastructure 

 •  Provides web services APIs for 
integrating authentication and  


