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nShield as a Service Direct
Easy, e�cient access to cryptography as a service

HIGHLIGHTS
• Use hosted, managed HSMs for cloud 

deployments

• 	Maintain full control over key material 
regardless of where application 
workloads are running 

• Extend cloud-based cryptography 
and key management across  
multiple clouds 

• 
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nShield as a Service Direct

Cryptography as a service
nShield as a Service Direct is a subscription-
based solution for generating, accessing, 
and protecting cryptographic key material, 
separately from sensitive data. The solution 
uses dedicated FIPS 140-2 and eIDAS (EN 
419 221-5) certified nShield Connect HSMs. 
This cloud-hosted model gives organizations 
the option to either supplement or replace 
HSMs in their data centers while retaining 
the same benefits as owning the appliances. 
nShield as a Service Direct allows enterprises 
to budget for security more predictably, 
manage capacity based on demand, reduce 
their data center footprints, and decrease 
the time spent on routine maintenance and 
monitoring tasks. 

Subscribed customers interact with the 
cloud-based nShield HSMs in the same way 
that they would with appliances in their 
own dark data centers, but have no need 
to receive, install, and maintain physical 
hardware. This often results in a shorter time 
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nShield as a Service Direct deployment features Self-managed Fully-managed

Customer has access to dedicated nShield Connect hardware  
hosted in secure data center

The nShield Remote Administration kit lets you securely  
connect to and interact with your cloud-based nShield HSM(s)

Maintenance & Support
• Service monitoring
• �Pre-tested upgrades/patches applied during annual or  
emergency maintenance windows

• 24/7 Support

Full management of installation
• Security O�cer role fulfilled by trusted personnel

 – nShield Security World creation
 – HSM enrollment
 – Signing ceremonies

• �ISO/IEC 27001: 2013 compliant policies & procedures (certificate of 
registration available on request)

• �Cloud Security Alliance (CSA) Security Trust Assurance and Risk 
(STAR) - Level 1 & CSA Trusted Cloud Provider

• �All operational sta� BS7858 cleared (non-U.S. data centers only)

nShield as a Service Direct

nShield as a Service Options/Features 

Features Basic Standard Premium  Enterprise

Indicative performance  
(2K RSA signatures per second) 150 tps 450 tps 3,000 tps 16,000 tps

Number of HSM instances x1 HSM x2 HSMs x2 HSMs x2 HSMs

High Availability – multi-geographical 
locations • • •

Committed SLA 99% 99.9% 99.9% 99.9%

Number of application integrations 3 10 100 1,000

Available as a fully managed option • • •

A Cloud Disaster Recovery solution is also available, enabling organizations with in-house HSM estates to easily in-

crease the redundancy and resiliency of their deployments, without having to add in-house  
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nShield as a Service Direct

Technical Specifications

Connectivity
• IPsec tunnel w/ pre-shared keys

• 
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