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Ycnyra nShield as a Service
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OB30P

* /icnonb3yiiTte yaaneHHo pa3MelLieHHbIE 1
yAa/leHHO YNpaB/isieMble annaparHbie Moy
6e30MacHOCTM /151 06/1a4HbIX PELIEHUIA

+ CoxpaHsiiTe NOMHbIA KOHTPO/b HAZ, MaTeEPUAIOM

BaXKHble cthepbl 6e30MacHOCTM Gr3Heca

+ CokparuTe 3aTpartbl BPEMEH Ha 06CNYXMBAHIE
MOHUTOPWHT

B HbIHeLLHel M3MEHUMBOI KopnopaTvBHOi IT-cpefe
pacnpocTpaHeHHOIN CTPATErNYeCcKO Liebio MHOTUX
OpraHu3auuii CTaHOBUTCS NPUHLMN «NpUopuUTeTa
06/1a4HOI H(PACTPYKTYPbI». Te BPeMeHa, Koraa KoMMaHum
M0 YMONYaHWI0 pasMeLLan CBOK KPUTUYECKN BaXKHYHO
[T-MHDPACTPYKTYPY NOKANLHO, OCTA/ICh B MPOLLIOM.
Mepexop Ha 06nayHble cpeabl AaeT OpraH13aLmsm
MaclUTabupyemMocTb, FIMOKOCTb M OTKA30yCTONUMBOCTb,
KOTOpbIE MOXET NPeOoCTaBUTL MOCTaBLYMK 06/1a4HbIX
YCNyT, NPY 3TOM CHIXKas NOTPEBHOCTb B 06CYXMBAHNN

1 obecneumnBas 60nee NpeLcKasyeMble eXemMecayHble
3KCMNyaTaLMOHHbIE PAacX0Abl. Takoii caBuUr B GU3Hece
CO3/1aeT OMPEAENEHHYI0 HANPHXKEHHOCTb, KOrAa 061auHble
MPWI0XEHNS NoNaratoTcs Ha annaparHble Moay
6e3onacHocTn (HSM) — msmnyeckume ycTpoiicTBa Ans
3aWWMTbl KPUNTOTPaUUECKX KNHOUENA, BbINONHAKLME
(yHKLI0 OCHOBbI AOBEPUS AN1S1 3aLINDPOBaHHbIX JaHHbIX

opraHu3aumn. HSM, TpaguuyoHHO pasmelLaemble B
NIOKa/IbHbIX LIeHTpax 06paboTKmM aHHbIX W ynpasisiemble
MeCTHbIM OTZe/I0M 630MacHOCTY, MOMOTatoT KIMEHTaM
c06/1104aTb HOPMATUBHbIE UV CEPTUDMKALMOHHbIE
Tpeb0oBaHuMs 1 ABNATCA HEOTHLEM/IEMOI YaCTbIO
KPUTUYECKY BaXHO MH(PACTPYKTYPbI OpraH13aLum.
YuuTbiBas pacTylyme TpeboBaHNs K KOPNOPATUBHBIM
oTaenam 6e30MacHOCTH, MOCTOSHHO BO3HMKAET Npob/ieMa
MomcKa KBa/IMPULMPOBaHHbIX CMELMaICTOB Mo
6e3onacHOCTM 4N agMUHUCTPMPOBaHKA HSM. C nomoLyso
ycnyrn nShield as a Service mMbl npefiaraem Te e QyHKUn
11 BO3MOXHOCTW, KOTOPbIE MMEOTCA B TOKasbHbIX HSM,

HO JOMO/MIHEHHbIE NPeUMYLLECTBAMW 061a4HON CTyXObI.
970 NO3BONSAET KNMEHTAM peLlaTb CBOW NepBOCYepeHbIe
3aiauu B chepe 061a4HbIX BbIYMCNEHUIA, OCTABNAS
ynpas/ieHne 1 06CNyxvBaHe ycTPONCTB CreLmanucTam
Entrust.

KpunTtorpadus Kak ycnyra

nShield as a Service — 370 pelleHne Ha OCHOBe
MOANWCKY, NpejHa3Ha4YeHHOe A5 CO3AaHus,

[0CTyna v 3aWuThl Matepuana Kpuntorpapuyecknx
K/oYeld OTAENbHO OT KOH(MAEHLMATbHBIX AaHHbIX.

[ins 3TOro peLeHns NCnonb3ytTes BblAeNEHHbIE
annaparHble Moaynu 6e3onacHocTu nShield Connect,
cepTmduULMpOBaHHble No cTaHgapTam FIPS 140-2 n

elDAS (EN 419 221-5). 3ta 061a4Has Mofesb Aaet
OpraH13aLmam BO3MOXHOCTb JOMO/HATL /N 3aMEHSTb
HSM B cBOMX LieHTpax 06paboTKM AaHHbIX, MPY 3TOM
Mo/b3ysCb BCEMM MPENMYLLECTBAMU, KaK NPV BNageHnu
(usnyeckmmu ycTpoiicteamu. Yenyra nShield as a Service
rno3BoNseT bosee NpescKasyeMo pacnpefensaTb CPeLcTsa
Ha Mepbl 6e30MacHOCTY, yNPaBATb TEXHUYECKUM
Pecypcom B 3aB1CUMOCTY OT CMPOCa, YMEHbLUATb LIEHTPbI
006paboTKN AaHHbIX 1 COKPaLLATh BPEMS, 3aTpadBaeMoe
Ha NnaHoBOE 06CNYXMBaHWE N MOHUTOPUHT,
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Ycnyra nShield as a Service

KnveHTsl, nprobpeTatowme NoAnncky,
B3aVMMO/ENCTBYIOT € 06n1a4HbIMM HSM nShield Tak
e, KaK 1 C YCTPONCTBaMM B CBOMX COOCTBEHHbIX
LleHTpax 06pabOoTKN HECTPYKTYPUPOBAHHBIX AaHHBIX,
HO 6e3 He0bX0MMOCTM MoyYaThb, yCTaHaBNMBaATb

1 06CnyXnBaTh IM3nM4ecKoe 060pya0BaHME.
Hepenko 310 NO3BONSAET COKPATUTL BPEMS

MeXay nepBoHaYasIbHO 3aKyNKOM 1 HavaioM
ncnonb3osaHvem HSM u, cnegosaresibHO, YCKOPUTb
pa3BepTbiBaHME 3aLMLLEHHbIX MPUTIOXEHWA.

NMonHoe cooTBeTCTBUE Ballen
cTpaTterum v Tpeb6oBaHNAM K
6e3onacHOCTU

icnonb3oBaHue nShield as a Service no3sonser
MOJIHOCTbIO YUNTLIBATb NH06YH0 CTPATErnto
obecneyeHmnsi 6e30MacHOCTM HE3ABMCUMO OT TOTO,
OpMEHTMPOBaHa I OpraHn3aLus Ha ob61avHble
cpeabl AN5 BbINO/IHEHNS CBOUX KPUNTOrpagryeckmx
(YHKUWIA, NepeHOCUT N BbIBOPOYHO ONpeaeneHHbIe
CNyX6bl B 06/1aK0 UM NPOCTO paclnpseT
TEXHUYECKME BO3MOXHOCTM HSM, 4TO6bI CpaBnaTbCs
C NepuoamnyeckmMy ckaukamy paboumnx Harpy3ok.

Mockonbky ansa ycnyru nShield as a Service
MCNOMb3YyeTCs Ta Xe YHUKaNbHasa apxuTekTypa
Security World, 4To 1 Ans NoKanbHbIX pPeLeHnii
nShield, Bbl MOXeTe nCNoNb30BaTb rMOPUAHBIiA
noaxop, covetas nShield as a Service ¢ fokanbHbIMM
HSM. ApxutekTypa nShield Security World — ato
Macwtabvpyemas cuctema ynpasneHus Kaoyamu,
0XBaTbIBaOLLASA BCE KNMEHTCKME YCTPOMCTBA

nShield n o6ecneunBatoLiasn eMHbIn MHTEPGENC

AN aAMUHUCTPATOPA U NONb30BaTesNs u
rapaHTMPOBaHHY0 BO3MOXHOCTb B3aMOAENCTBUA
He3aBWCKMO OT TOTO, UCMOJIb3YETCA N NOANUCKA U
COOCTBEHHbIE NOKa/IbHbIE MOLLHOCTW.* 3TO NO3BONAET
KMMEHTY NPOCTO 1 3(EKTUBHO MacLLTabnpoBaTb
ncnonb3oBaHne HSM ¢ y4eToM KOHKPETHOI cpeapbl,
onepawMoHHbIX NOAX0A0B 1 NOTPe6HOCTEN B 061acTK
6e3onacHocTL.

Mpumeyanue 1. JoNonHUTENbHAA NHOPMALMS COAEPXKUTCA B HaLLeM TEXHUYECKOM
[oKymeHTe no apxutektype nShield Security World.

Kpowme Toro, yHukanbHas 6esonacHas cpeja
BbINONHeHMs CodeSafe no 3anpocy gaeT 4ocTyn

K pacLUMPEHHbIM 3aLLMLLEHHbBIM BbIYUCAUTENbHBIM
mMoLyHocTaM. Tonbko nShield as a Service nossonset
Nerko nepeHocuTb 6e3onacHoe BbIMOMHEHME KOAa C
NokanbHOro HSM B 06n1ako.

OT1nunume nShield as a Service

PeweHue nShield as a Service o6nagaeT HECKONbKUMY
K/I0YEBbIMY MPENMYyLLECTBAMM MO CPABHEHMIO C
APYrvmMmn BapraHTamu:

* Y KNIMEHTOB MMEKTCS PECYPChI U KNtoum Security
World, KoTopble OHW MOTYT UCMO/Mb30BaTh B CBOEN
cpefe nShield kak B pamkax yc/yru Ha ycrioBusx
MOAMUCKM, TaK 1 Ha NOKa/lbHOM 060PYA0BaHUN.

¢ Tonbko nShield as a Service faeT BO3MOXHOCTb
yAaneHHOoro yrnpaeneHus no TpebosaHmnio npu
HeobXxoAMMOCTM NepeHoca 1 yBennyeHuns
MPOU3BOANTENBHOCTM /15 6€30MacHOro
BbINO/IHEHWSA KOAA € NOKanbHOro HSM B 061ako.

+ nShield as a Service ob6ecrneunBaeT 6e30MacHOCTb
Kntoyeli Ha ocHoBe cepTugmkaros FIPS 140-2
ypoBHa 3 1 elDAS (npothunb 3awmTsl no EN
419 221-5), KoTOpas HeJOCTYMNHa B HEKOTOPbIX
006/1a4HbIX PELIeHMSIX MO 3aLmTe KoYen

* 3aKasuuku MOryT 1 fanee Ucnonb3oBarb Te
e NPUIOXKEHNS CO CBOUMYU 061a4HbIMU HSM
nShield, HO C BO3MOXHOCTbIO YBENNYEHUA
npoun3BoanTeNbHOCTM HSM Ha cnyyali BCriecKoB
paboueii Harpysku.

+ nShield as a Service MOXeT 1CNOMb30BaTLCS MPK
paboTe C pasfIMyHbIMUK NOCTaBLUMKaMM 06/1a4HbIX
YCNyr, B OT/IMYKE OT YCNYT C UCMOMb30BaHWEM
HSM, npeanaraembix MHAMBUAYaIbHBIMIA
MOCTaBLLMKaMK, KOTOPbIe CTPEMATCA OrPaHUYUTh
K/IMEHTOB CBOVMI 06/1auHbIMU Cpefamu.
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* nShield as a Service NojLepPX1BaET pa3BepTbiBaHNE
rMbpuaHoro obnaka n NO3BO/SET NETKO NEPEHeCTH
KUK, ecn NoTpebyeTcs BEPHYTb JaHHbIE OT
MocTaBLLyKa 06/1a4HbIX YCNYT B TOKASIbHYO CPesy.

* nShield as a Service faeT KNeHTamM BO3MOXHOCTb
BOCMO/Ib30BaTLCA BblAENEHHbIM annaparHbIM
Mogynem 6e30nacHOCTW. KNMEHTbI MOTyHatoT NO/HBIN
KOHTPO/Ib HaZl CBOVMU KPUMTOT pauyeckumu
K/K0Yamu: Mbl NpeycMOTPenu ABOVHON KOHTPO/b 1
MNosIHOE pasgeneHne 06s3aHHOCTeN

OcobeHHOCTM pa3BepTbiBaHWA nShield as a Service

BapunaHTbl 1 0cO6eHHOCTH
pa3BepTbiBaHuA nShield as a Service

[nsa nShield as a Service npefycMOTPEHO Kak
CaMOCTOATENbHOE, TaK NMOMIHOCTLIO yNpaBaseMoe
pa3BepTbiBaHME, Kak MOKa3aHO Ha CXEME.

lMonHocTbo
ynpasnsemoe

CamocTosTe/ilbHoe

[JocTyn 3aKa3uvka K BblaeneHHoMy 06opygoBaHuio nShield Connect, pasmeLLeHHOMY B 3aL/LEHHOM LieHTpe

06paboTKM AaHHbIX

KomnnekT ans yganeHHoro agMuHucTpmpoBanus nShield Remote Administration, no3sonsioLmii 6esonacHo

noakn4yaTeCA K 04HOMY UM HECKOJIbKNM




Bonee nogpobHas
MH(opMaLmsa 06 annapatHbIX
MOZynsx 6e30nacHoCTA
nShield ot Entrust;

HSMinfo@entrust.com
entrust.com/ru/HSM

ppMaLMs pasMeLLeHa no ceblke

aacnvkBaHus Entrust Corporation B CLUA

MuwmnTe Ham:
HSMinfo@entrust.com




