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Entrust Timestamping Authority

Functionality 

Entrust TSA takes care of:

Architecture 

The figure below illustrates the general 
architecture of Entrust TSA and how it 
interrelates with the network components 
(under the IETF RFC 3161 timestamp 
protocol). Splunk for log export is not 
shown in the figure.

Entrust TSA operates with external HSMs 
and requires connecting with one or more 
external NTP (Network Time Protocol) 
servers.

External certification authorities provide 
TSU certificates operated by Entrust TSA.

•     Generating the timestamping units’      
key pairs in an HSM and managing the 
certificates issued by the certification 
authority (CA)

•     Connecting with external time sources 
to detect time drifts or jumps out of 
synchronization with UTC

•     Assigning timestamping policies, 
including hash algorithms, time 
accuracy information, and URLs  
for TSUs

•     Receiving timestamp requests via the 
internet from users or applications 
that need to add timestamps to data 

•     Generating timestamp responses that 
include the time of the request and 
the information that securely binds 
the stamp to the data

•     Generating logs so operators can 
monitor the status of the system, 
its security, and whether corporate 
specifications are being met

•     Providing exportable logs to external 
systems (Splunk) for audit and 
archiving purposes

Learn more about the Entrust Timestamping Authority at Entrust.com

How it works

Applications
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