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HOW IT WORKS

With criminal attacks becoming  
increasingly sophisticated, traditional  
device fingerprinting is no longer su�cient. 
Entrust Identity o�ers easy-to-deploy  
toolkits that provide extensive device  
attribute collection, analysis, and access 
context for both browser-based and mobile 
application-based access.

Our toolkits allow you to customize which 
identity variables are collected, so you can 
create an authentication solution that fits 
your specific needs. As well, our solution 
goes a step further in selecting the right  
authenticators based on user risk profile  
and tendencies. Device reputation is an  
essential element of our adaptive  
authentication strategy. You can apply 

weightings to the di�erent factors to  
holistically understand the risk through  
the policy engine. This is all done pre- 
authentication to ensure that the requestough 
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Policy engine
Rich policy controls define which device parameters are collected and 
give you the option to assign specific weightings to each parameter. 

Device certificate
Can be used to transparently validate the authenticity of a user’s  
computer or mobile device. 

IP geolocation
Parameters can be assessed and balanced against a number  
of checks including: 

 • IP address – is the IP address black-listed? 

 •  Expected location – is the user expected to authenticate  
from this location?

 •  Location history – has the user authenticated from this  
location previously? 

 •  Velocity – has the user authenticated from previous locations  
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