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HIGHLIGHTS
Reliably verify the status  
of digital certificates
Entrust Validation Authority provides 
evidential value and greater efficiency in 
the verification of the status of the digital 
certificates.

Validation Authority is designed to: 

 •  Provide reliable information on  
the status of a digital certificate

 •  Process information from one  
or multiple CAs using CRLs or  
CA database

 •  Facilitate integration with  
corporate i

Reliability and control
 •  Emergency mechanism activates 

when connection to the database 
is lost, ensuring the integrity of 
the registered data and that no 
information is lost

 •  Supports selecting automatic events 
(which are assigned different levels of 
severity) and defining manual events 
(for registering actions that occur 
outside the application)

E�ciency for large infrastructures
 •  Facilitates managing large volumes 

of certificates via the certificate 
database or LDAP CRL retrieval

 •  Quickly and efficiently processes 
certificate status changes, which 
provides for OCSP responses that  
are fast and accurate

 •   Supports high availability and 
scalable architectures

 •   
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HOW IT WORKS
Functionality 
 •  Store information on the status  

of certificates generated by one  
or more CAs

 •  Respond to requests (from users or 
service providers) for information on 
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Architecture (continued)
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TECHNICAL SPECIFICATIONS
Online validation protocol: OCSP as  
per IETF RFC2560 and RFC 6960; 
support of OCSP Stapling (IETF RFC 
6066 and RFC 6961)


