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Entrust Root Embedding Statements

This document addresses Entrust’s values and benefts statement, CA lifecycle management, lintng, customer and
change management, ACME domain validaton and ACME certfcate issuance as requested by Apple to support inclusion
of new root certfcates in Apple products.

Values & Benefts Statement

How do your processes ensure tmely and transparent reportng of compliance incidents?

Entrust searches issues through pre-lintng, post-lintng, review of other CA incidents, and following the ecosystem. We
always try to implement changes to ensure that the same error does not occur in the future. We always try to be
transparent and consider the interests of the broader ecosystem.

How does your organizaton's internal processes refect PKI industry standards for annual audits and
policy maintenance?

Entrust has been a public CA since 1999. This was before there were WebTrust audit criteria for PKI. Nevertheless we
had third party audits and were the frst CA to have the WebTrust for CA audit and the WebTrust for EV audit. Entrust
follows the policy changes from all of our embedding partners to ensure we address their requirements. We implement
all CA/Browser Forum ballots in a tmely manner to meet efectve dates. We also update our CPS on a regular basis to
ensure policy and requirements changes are refected in our practces.

How involved is your organizaton in the CA/B Forum, and how do you contribute to the CA

community?

Entrust is a founding member of the CA/Browser Forum. Entrust has chaired the Forum for 8 years. Entrust did step back
from the Forum for 2-years due to IP concerns, but stll stayed actve by monitoring all public statements and sending in
guestons with any concerns. Currently we have one member who is vice-chair of the CA/Browser Forum and another
who is vice-chair of the Code Signing working group. Our actve members all partcipate with Server, Code Signing,
S/MIME and Network Security working groups.

Entrust helped to develop the certfcate management policy defned in the Verifed Mark Certfcate (VMC)
Requirements. Entrust contnues to support Apple, Google and the Authindicators Working Group for the progression of
VMC and the implementaton of Marked Certfcates (MC).

Entrust has also helped transform the CA Security Council to become the PKI Consortum. This is a group of leading
organizatons that are commited to improve, create and collaborate on generic, industry or use-case specifc policies,
procedures, best practces, standards and tools that advance trust in assets and communicaton for everyone and
everything using Public Key Infrastructure (PKI) as well as the security of the internet in general.

Does your organizaton's future goals, as a CA, align with the goals of the CA community?

Entrust has expanded our CA business to include most public trust certfcates required by our customers. We have
added private trust certfcates to address use cases which public trust does not address. We have also added in signing
services to generate Subscriber key pairs and securely protect their private keys through their lifecycle.

Entrust is also a manufacturer of the nShield HSM product line which helps to support CAs, tme-stamping authority,
signing services, and subscriber key generaton and protecton.
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How quickly are customers transitoned from one Root to another?

There is no formula to answer this queston. In the past, roots were deployed to address cryptographic concerns. We
started with 1024/SHAL, then 2048/SHAL, then 2048/SHA256. These roots would allow a CA to progress most of the
way to the end of 2030. Deployment of the roots would be based on how long it took for the roots to achieve ubiquity
with the goal of providing most subscribers with the shortest certfcate chain.

With the new Mozilla proposed frequency of expiring roots, this proposed schedule now must be escalated. Entrust will
have an issue moving to a new root, if it has not been embedded and the sofware does not support the legacy root
providing cross-certfcaton.

For TLS we would not like to migrate to a new root untl it has goten through the Apple, Google, MicrosoF, and Mozilla
embedding processes, and the root has been supported by the CT logs.

When are new Roots submited to the Apple Root Program for inclusion?
Entrust is currently going through the process to submit the dedicated TLS and S/MIME roots in 2023.

When can deprecated Roots be removed from the Apple Root Program?
Roots can be deprecated once their replacement has been embedded in Apple sofware. The assumpton being that the
deprecated root will remain in Apples old sofware and that the new root will be cross-certfed by the old root.

Lintng

Do you perform pre-issuance lintng?
Entrust performs pre-issuance lintng for all TLS certfcates using zlint.

If a pre-






