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Certificate and Signing Services  
Terms of Use 
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https://www.entrust.com/-/media/documentation/licensingandagreements/repository-general-terms.pdf
https://www.entrust.com/-/media/documentation/licensingandagreements/repository-general-terms.pdf
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1.17. ³Users´�has the meaning set out in the General Terms, and in this ECSS Schedule, LQFOXGHV�&XVWRPHU¶V�
Agents and all Persons who are Subjects and Subscribers RI� &HUWLILFDWHV� LVVXHG� XVLQJ� &XVWRPHU¶V�
Management Account. 

1.18. ³Valid´�PHDQV�WKDW�D�&HUWLILFDWH�KDV�QRW�H[SLUHG�DQG�has not been revoked. 

   
2. Operation of the PKI. Each CPS sets out (QWUXVW¶V practices for managing the public-key infrastructure for the 

Hosted Services and providing the types of Certificates identified in the CPS, including: 
 

(a) Specification of the applicable Industry Standards and policies;  
(b) Information for Relying Parties; 
(c) Event log retention period; 
(d) Procedures for complaints and dispute settlement; 
(e) Specification of the applicable compliance audits and other assessments;  
(f) Contact information for questions about Certificates; 
(g) How revocation status information is provided and the period over which it is available. 

 
3. Hosted Services Details. Provision of Hosted Services. Entrust will generate, provide and operate the Hosted 

Services LQ� DFFRUGDQFH� ZLWK� WKH� DSSOLFDEOH� &36�� 'RFXPHQWDWLRQ�� DQG� &XVWRPHU¶V� 2UGHU�V�� IRU� WKH� Hosted 
Services.  Without limiting the foregoing: 

3.1. Certificate Services²Verification, Issuance and Revocation of Certificate(s). Upon receipt of an application 
for a Certificate, Entrust will perform the limited verification of the information contained in the application 
as described in the CPS for the applicable type of Certificate. After completing such verification, Entrust will 



https://www.entrust.com/-/media/documentation/licensingandagreements/certificate-solutions-software-schedule.pdf
https://www.entrust.com/-/media/documentation/licensingandagreements/certificate-solutions-software-schedule.pdf
https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-support-schedule-lg.pdf
https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-support-schedule-lg.pdf
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appointment may be modified using means established by Entrust from time to time. Customer agrees that 
it is responsible for Signing Service 8VHUV¶�FRPSOLDQFH�ZLWK� WKe Agreement and for the Signing Service 
Users¶�XVH�RI�WKH�keys hosted by the Signing Services. 

8.3. Representations and Warranties. Customer will comply with the requirements set forth in Exhibit B as 
applicable to Customer when it acts in the capacity of Subscriber or Subject. Customer will notify all 
Customer Affiliates, Users and any other Persons who act in the capacity of Subscriber, Subject, Agent or 
Signing Service User (e.g. apply for, receive, are issued, or manage Certificates, or use Signing Services 
to generate keys and/or sign hashed data) under this ECSS Schedule WKURXJK�&XVWRPHU¶V�0DQDJHPHQW�
Account that they are required to comply with the requirements set forth in this Agreement (including those 
set out in Exhibit B) as applicable to the activities and roles of Subscribers, Subjects, Agents 
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9.3. Certificate Information. Entrust may insert in a Certificate any information that is provided to Entrust in the 
associated application for the &HUWLILFDWH�� ZKLFK� PD\� LQFOXGH� 9HULILFDWLRQ� ,QIRUPDWLRQ� �³&HUWLILFDWH�
,QIRUPDWLRQ´���(QWUXVW�PD\�DOVR��D��XVH�VXFK�LQIRUPDWLRQ�WKDW�&XVWomer provides to Entrust to authenticate 
Subscribers���E��SXEOLVK�&XVWRPHU¶V�&HUWLILFDWHV�WR�RQH⠀WᔀDWH�
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12. LIABILITY. In addition to, and without limiting the generality of, the liability limits and exclusions in the General 
Terms, the following specific exclusions also apply to the Hosted Services
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http://www.sixscape.com/product-and-warranty/
http://www.sixscape.com/product-and-warranty/
https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-support-schedule-lg.pdf
https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-support-schedule-lg.pdf


 

Page 9 of 12 
Template Version: April 28 2021/Website 

 
Exhibit A 

 



 



 

https://www.entrust.com/-/media/documentation/whitepapers/code-signing-best-practices-v2.pdf
https://www.entrust.com/-/media/documentation/whitepapers/code-signing-best-practices-v2.pdf



