
/resource-center/-/media/documentation/licensingandagreements/adaptiveissuanceinstantidaas-aup.pdf
/resource-center/-/media/documentation/licensingandagreements/adaptiveissuanceinstantidaas-aup.pdf


/resource-center/-/-/media/documentation/licensingandagreements/data-processing-agreement.pdf
/resource-center/-/-/media/documentation/licensingandagreements/data-processing-agreement.pdf
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Tenants (or their Users) through Sub-MSP’s or Tenant’s own accounts set up subordinate to the related 
MSP Account.  

1.17. “Order Form” means the Adaptive Issuance TM Instant ID Cloud as a Service order form signed by MSP 
and accepted by Entrust, which incorporates these Terms of Service. 

1.18. “Personal Data” has the meaning set out in the DPA.   

1.19. “Physical Credentials” means the physical access control credentials designed and managed using the 
Service, and issued (printed) using the Hardware, including, without limitation, smart cards, ID badges, 
proximity cards, etc. 

1.20. 

/resource-center/-/media/documentation/licensingandagreements/adaptiveissuanceinstantidaas-sla.pdf
/resource-center/-/media/documentation/licensingandagreements/adaptiveissuanceinstantidaas-sla.pdf
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2.  RIGHTS TO USE SERVICE.  

2.1. Grant of Rights to Use Service (Issuance Purposes).  Subject to MSP’s (Sub-MSP’s or Tenant’s) 
compliance with the Agreement, Entrust grants to MSP (Sub-MSP or Tenant), during the Term of the 
Agreement, a worldwide, non-exclusive, non-transferrable, non-sublicensable right to, all in accordance 
with the Documentation and for the sole purpose of designing, managing and issuing Credentials to 
Users, solely with the Hardware, and not for further re-marketing, re-sale or re-distribution or any other 
commercial purpose:  

(a) for MSP, the right to access and use the Service via the Service portal or otherwise for the purpose 
of managing their Sub-MSPs’ and Tenants’ access to and use of the Service via the Service portal 
or otherwise; and 

(b) for Sub-MSP or Tenant, the right to access and use the Service via the Service portal or otherwise.  

Notwithstanding the foregoing grant of rights, any access to and use of the Service by MSP, Sub-MSP, 
and/or Tenant during any Trial Period shall be solely for evaluation purposes, and not for any other 
commercial purposes (as further detailed in Section 3 (Evaluation)). 

2.2. Service Levels. The sole remedies for any failure of the Service are listed in the SLA. Service credits 
issued pursuant to the SLA, if any, will only be applied against the costs associated with MSP’s 

/resource-center/-/media/documentation/licensingandagreements/adaptiveissuanceinstantidaas-mspsupport.pdf
/resource-center/-/media/documentation/licensingandagreements/adaptiveissuanceinstantidaas-mspsupport.pdf
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(“Support Terms”).  MSP will be solely responsible to provide to its Sub-MSPs and Tenants the support 
services referenced in the Support Terms.  MSP will enter into a support agreement with each of its Sub-
MSPs and Tenants (which will not contain any reference to Entrust, create any obligations or liabilities 
on Entrust, and will not make any representations, warranties or conditions on behalf of Entrust). Sub-
MSPs, Tenants, and Users shall not directly contact Entrust, and Entrust shall have no obligation to 
provide support or other services directly to Sub-MSP, Tenants, and/or Users. 

2.7. Licenses from MSP (Sub-MSP or Tenant). Subject to the terms and conditions of the Agreement, MSP 
(Sub-MSP or Tenant) grants to Entrust the non-
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disclosure of the Customer Data (including in particular Personal Data), by Entrust (including any 
applicable subcontractors and hosting providers) in accordance with the Agreement.  

5.7. Consents relating to Extensions.  MSP (Sub-MSP or Tenant) acknowledges that certain Extensions may 
enable third party software or third party services (including cloud services) to download certain 
Authentication Records, Customer Data, Profiles, Personal Data, and/or Service Data from the Service, 
and, by enabling such third party software or third party services (including cloud services) MSP (Sub-
MSP or Tenant) agrees to such downloads.  MSP (Sub-MSP or Tenant) represents and warrants that, 
before using any Extension, MSP (Sub-MSP or Tenant) will have obtained the requisite consents (if any) 
from and made all requisite disclosures (if any) to Users, in accordance with all applicable laws, rules or 
regulations in order to allow for the downloading and/or transfer of such Authentication Records, 
Customer Data, Profiles, Personal Data, and/or Service Data, from Entrust (including any applicable 
subcontractors and hosting providers) to the MSP (Sub-MSP or Tenant) licensed third party software or 
third party services (including cloud services) enabled by the Extension.  

6.  MSP (SUB-MSP OR TENANT) RESPONSIBILITIES, RESTRICTIONS & ACKNOWLEDGEMENTS. 

6
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the Service to meet its own (and its Sub-MSPs’, Tenants’ and/or Users’) requirements; (b) Customer 
Data, Profiles, Personal Data, and any other data uploaded to the Service through MSP Account or 
otherwise by MSP, its Sub-MSPs, Tenants, and/or Users; (c) MSP’s, its Sub-MSP’s, Tenants’, and/or 
Users’ access to and use of the Service, including, without limitation, any Sub-MSP, Tenant or User 
conduct that would violate the AUP or any other the requirements of the Agreement (including, without 
limitation, those applicable to MSP); and (d) any access to and use of the Service through MSP Account.  
Entrust will have no responsibility or liability for the accuracy of data uploaded to the Service by MSP, its 
Sub-MSPs, Tenants, and/or Users, including, without limitation, Customer Data, Profiles and Personal 
Data.  MSP (or Tenant) will comply with all applicable laws, rules and regulations, and obtain all permits, 
licenses and authorizations or certificates that may be required, in connection with its activities pursuant 
to the Agreement.   

6.5. Sub-MSP and Tenant Agreements. Notwithstanding that each Sub-MSP and Tenant shall accept the 
Terms of Service, MSP will enter into a Sub-MSP Agreement or a Tenant Agreement, as the case may 
be, with each Sub-MSP and Tenant, and each Sub-MSP shall enter into a Tenant Agreement with each 
of its Tenants, which will be at least as protective of Entrust (and its Affiliates, licensors, suppliers and 
hosting providers) and the Service as the Agreement.  Sub-MSP and Tenant Agreements will: (i) not 
make any representation or warranty on behalf of Entrust (and its Affiliates, licensors, suppliers and 
hosting providers) or create or purport to create any obligation or liability on Entrust (and its Affiliates, 
licensors, suppliers and hosting providers); (ii) disclaim any and all liability on behalf of Entrust (and its 
Affiliates, licensors and suppliers); (iii) name Entrust (and its Affiliates, licensors, suppliers and hosting 
providers) and their respective officers, directors, employees, and contract workers as indemnified 
parties in any indemnification obligation benefiting MSP; (iv) make Entrust (and its Affiliates, licensors, 
suppliers and hosting providers) third party beneficiaries to the clauses implementing (ii) and (iii) above; 
and (v) cause Sub-MSP or Tenant to provide all appropriate notices to Users and obtain from the Users 
all necessary consents required for MSP to meet its obligations to Entrust under the Agreement.  MSP 
will comply with all requirements relating to onboarding of Sub-MSPs or Tenants as set out in the 
Documentation.  If MSP agrees to the terms and conditions of the Agreement on behalf of a Sub-MSP 
or Tenant (e.g. an MSP administrator clicks the “OK” or similar button n
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7.1. IP Rights in the Service. Except for the limited licenses and rights granted pursuant to the Agreement, 
Entrust retains all right, title, and interest in and to the Service, and all graphics, user interfaces, logos, 
and trademarks reproduced through the Service.  

7.2. Feedback. “Feedback” refers to MSP’s, Sub-MSPs’, Tenants’, and/or Users’ suggestions, comments, or 
other feedback about the Service or other Entrust products and services.  Even if designated as 
confidential, Feedback will not be subject to any confidentiality obligations binding Entrust. MSP (Sub-
MSP or Tenant) hereby agrees that Entrust will own all Feedback and all associated intellectual property 
rights in or to Feedback, and MSP (Sub-MSP or Tenant) hereby assigns (and will cause all Sub-MSPs, 
Tenants and/or Users to assign) to Entrust all of MSP’s, Sub-MSPs’, Tenants’, and Users’ right, title, and 
interest thereto, including without limitation intellectual property rights. 

8.  CONFIDENTIAL INFORMATION. 

8.1. Nondisclosure. During the Term and for a period of three (3) years thereafter, Receiving Party will not 
use Confidential Information (both as defined in Section 1.6) for any purpose other than as reasonably 
required in connection with the Service and/or the Agreement (the “Purpose”). Receiving Party: (a) will 
not disclose Confidential Information to any employee or contractor of Receiving Party unless such 
person needs access in order to facilitate the Purpose and is bound by confidentiality obligations with 
Receiving Party that are no less restrictive than those of this Article 8 
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(HARDWARE), MSP (SUB-
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Tenants, Users, and/or any MSP’s, Sub-MSPs’ or 
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Tenant, and/or their respective Indemnified Associates may participate in the defense of any Claim for 
which they are indemnified under this Article 10 (Indemnification) at their sole expense.   

10.5. Mitigation by Entrust. If (i) Entrust is subject to (or is believes it may become subject to) an actual or 
potential Claim, or (ii) MSP (Sub-MSP or Tenant) provides Entrust with notice of an actual or potential 
Claim, Entrust may, at its sole option
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Tenants’, and/or Users’ consents necessary for, Entrust’s use of third-party service providers, including, 
without limitation, the hosting provider (who may further utilize subcontractors) in the provision of the 
Service.  MSP (Sub-MSP or Tenant) acknowledges and agrees that Authentication Records, Customer 
Data, Profiles, Personal Data, and/or Service Data may be transmitted to, processed by and/or reside 
on computers operated by the Entrust authorized third parties (e.g. Entrust
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13.14. Choice of Law & Jurisdiction: The Agreement will be governed solely by the internal laws of the State 
of Minnesota, United States, including, without limitation, applicable federal law, without reference to or 
application of: (a) any conflicts of law principle that would apply the substantive laws of another 
jurisdiction to the parties’ rights or duties; (b) the United Nations Convention on Contracts for the 
International Sale of Goods; (c) the Uniform Computer Information Act, or (c) other international laws.  
The parties consent to the personal and exclusive jurisdiction of the federal courts and Minnesota state 
courts located in Hennepin County, Minnesota, United States. This Section 13.14 (Choice of Law & 
Jurisdiction) governs all claims arising out of or related to the Agreement, including without limitation tort 
claims.  

13.15. Construction. The parties agree that the terms of the Agreement result from negotiations between 
them, and shall not be construed in favor of or against either party by reason of authorship. 

13.16. Export Compliance. MSP (Sub-MSP or Tenant) will comply in all respects with any and all applicable 
laws, rules and regulations and obtain all permits, licenses and authorizations or certificates that may 
be required in connection MSP’s (Sub-MSP’s or Tenant’s) use of the Service. In addition,  

(a) MSP (Sub-MSP or Tenant) each represent and warrant that:  

(i) they are legally distinct from, not acting on behalf of, and not associated with any individuals or 
entities appearing on US or Canadian sanctions lists (“Blocked Persons”).  “Associated” for 
purposes of the Agreement means the MSP (Sub-MSPs or Tenants) and/or their respective 
affiliates and subsidiaries are owned in the aggregate, directly or indirectly, fifty (50%) percent 
or more by one or more Blocked Persons, or the Blocked Person is an employee, executive, 
director, or other individual or entity exercising control, directly or indirectly, over the MSP, Sub-
MSPs, and/or its Tenants. The US Treasury Department, Office of Foreign Assets Control 
(“OFAC”) sanctions lists can be found at https://sanctionssearch.ofac.treas.gov/.  The 
Canadian listed persons and sanctions lists can be found at 
https://www.international.gc.ca/world-monde/international_relations-
relations_internationales/sanctions/listed_persons-personnes_inscrites.aspx?lang=eng; 

(ii) they are legally distinct from, and not an agent of any individuals or entities appearing on the 
US Department of Commerce, Bureau of Industry and Security (“BIS”) Denied Persons List, 
Unverified List, and Entity List. BIS Denied Persons List can be found at 
https://www.bis.doc.gov/index.php/the-denied-persons-list, Unverified List can be found at 
https://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=15:2.1.3.4.28#ap15.2.744_122.6 and, 
the BIS’s Entity List can be found at https://www.bis.doc.gov/index.php/documents/regulations-
docs/2326-supplement-no-4-to-part-744-entity-list-4/file; and 

(iii) in the event any of the above statements and representations in (i) to (ii) are incorrect or the 
MSP (Sub-MSP or Tenant) engages in any conduct that is contrary to sanctions, any 

https://sanctionssearch.ofac.treas.gov/
https://www.international.gc.ca/world-monde/international_relations-relations_internationales/sanctions/listed_persons-personnes_inscrites.aspx?lang=eng
https://www.international.gc.ca/world-monde/international_relations-relations_internationales/sanctions/listed_persons-personnes_inscrites.aspx?lang=eng
https://www.bis.doc.gov/index.php/the-denied-persons-list
https://www.ecfr.gov/cgi-bin/text-idx?rgn=div5&node=15:2.1.3.4.28#ap15.2.744_122.6
https://www.bis.doc.gov/index.php/documents/regulations-docs/2326-supplement-no-4-to-part-744-entity-list-4/file
https://www.bis.doc.gov/index.php/documents/regulations-docs/2326-supplement-no-4-to-part-744-entity-list-4/file
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13.17. Entire Agreement. The Agreement sets forth the entire agreement of the parties and supersedes all 
prior or contemporaneous writings, negotiations, and discussions with respect to its subject matter. 
Neither party has relied upon any such prior or contemporaneous communications.  The parties 
acknowledge and agree that the terms and conditions of any MSP document (e.g. a purchase order), in 
either electronic or written form, issued by MSP to confirm MSP’s purchase of the Service, shall not be 
binding upon the parties or in any way modify, amend, or supersede the terms and conditions of the 
Agreement and any such MSP document shall be deemed to incorporate the terms of the Agreement by 
reference. 

13.18. Amendment. The Agreement may be amended by Entrust from time to time by posting a new version 
on its website, and such new version will become effective on the date it is posted except that if Entrust 
modifies the Agreement (including these Terms of Service, and any other document incorporated herein 
by reference) in a manner which materially reduces MSP’s (Sub-MSP’s or Tenant’s) rights or increases 
MSP’s (Sub-MSP’s or Tenant’s) obligations and such changes are not required for Entrust to comply 
with applicable laws, the changes 


