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server that runs Entrust code signing 
work�ow applications.

The Code Signing Gateway manages 
authorization work�ow, accepts requests, 
noti�es approvers via email, manages time-
outs, acknowledges approvals, logs activity, 
and delivers signed code to the staging  
area. The solution utilizes Entrust nShield 
HSMs and the root of trust – securing all 
signing keys in a FIPS 140 - 2 certi�ed HSM. 
This prevents the potential loss of valuable 
signing keys – the keys to your code’s 
authenticity and integrity.

The Code Signing Gateway integrates with 
your Microsoft Active Directory environment 
to provide user authentication, and manage 
approval groups.

The Code Signing Gateway can be accessed 
through a traditional web-based portal, of 
through a RESTful API, allowing integration  
into automated build process, or customer 
work�ow engines.

• The Code Signing Gateway o�ering 
supports the signing of the following 
code types:

• Microsoft Windows - .exe, .dll, *.ocx, *.vbs, 
*.msi, *.html, and all types supported by 
Microsoft’s signtool

• Java – Java archive (.jar), and .cab �les

• Generic hash signing

Signature algorithms are limited to those 
supported by the Entrust nShield HSM. Other 
platforms and signing utilities are available 
under a custom statement of work, including:

• Android applications – through apksigner

• iOS/iTunes 

• Custom �rmware/device signing

Integration with existing automated build 
platforms, work�ow engines, ticketing 
systems, or reporting products is available 
under a custom statement of work.
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Entrust keeps the world moving safely by enabling trusted 
identities, payments and data protection. Today more than 
ever, people demand seamless, secure experiences, whether 
they’re crossing borders, making a purchase, accessing 

To find out more about 
Entrust nShield HSMs

HSMinfo@entrust.com

entrust.com/HSM

Learn more at

entrust.com/HSM
Global Headquarters 
1187 Park Place, Minneapolis, MN 55379  
HSMinfo@entrust.com

Entrust and the hexagon logo are trademarks, registered trademarks, and/or service marks of Entrust  


