


How Entrust Helps Address CMMC

When it comes to limiting data access to authorized users and processes, device certificates and MDM 
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Entrust CloudControl: Entrust CloudControl enforces least privilege access model and separation 
of duties across the environment to mitigate the risk of intentional/unintentional misuse. Specific 
functionality includes automated secondary approver, temporary access requests via root password 
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Audit & Accountability (AU) 
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Entrust nShield HSMs: Entrust nShield HSM connections can be traced using logs both on the HSM 
(i.e. which application server made the connection) and on the application server (which user/ 
process initiated the connection). The nShield Connect HSM (network-attached) appliance can also 
synchronize its internal clock with a trusted NTP server. Additionally, specific key operations can be 
audited if enabled during generation of the Security World and/or in the access control lists (ACLs) 
of a given key. These logs can also be sent to a syslog server for further analysis, alarm triggers, and 
long-term retention. 

If audit logging is enabled when generating a new Security World, critical audit log messages are 
digitally signed by the HSM. This capability provides: 
	 • Logs generated and signed on the nShield HSM 
	 • Tamper detection 
	 • Deletion detection 
	 • Administrative operations are logged 
	 • Key lifetime events are logged 
	 • Per key usage events are optionally logged 
	 • Optional key usage logging 
	 • Public key verification of audit logs 
	 • Compatibility with syslog and SIEM tools

Entrust CloudControl & DataControl: Both feature audit-quality logging and alerting. This advanced 
logging captures complete audit trails tied to privileged users’ actions and events taking place in 
the environment (including both allows and denies). Inalterable logs can be automatically sent, in 
real-time, to syslog/SIEM tools for broader security monitoring and further analysis. 
 

Configuration Management (CM)

Capability
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Entrust CloudControl: This may be used to inventory VMware vCenter and see all objects that have  
been created. The solution can also continuously assess and remediate against most common  



Entrust Identity enables replay-resistant mechanisms using a variety of credentials including mobile 
smart credentials, physical smart cards, FIDO2, and push notifications. 

Entrust nShield HSMs: Administration and operation functions are separated using di�erent and unique 
sets of smart cards, created using a k-of-n quorum that utilizes the Shamir secret sharing method.  
The creation of the k-of-n quorum of smart cards provides the inherent ability to enforce separation of 
duties and multi-party control. 
 
Administration functions are authorized using the administrator card set (ACS), and operation functions 
(such as loading application keys) are authorized using an operator card set (OCS) or softcard. ACS and 
OCS are physical smart card sets, whereas softcards are HSM-protected logical tokens that require a 
passphrase to unlock. 
 
ACS (management) and OCS (operation) cards can be used either locally or remotely for two-factor  
authentication by defining a passphrase per card. 

Di�e-Hellman-based transport layer security, combined with mutual authentication, help protect  
client-to-HSM communications against man-in-the-middle and replay attacks. 

The nShield HSM also provides the capability for properly enrolled Windows-based servers to use the 
HSM for strong authentication to Microsoft Active Directory domain environments, e�ectively using the 
HSM as a hardware-based authentication token. This is similar to how a user would use a PIV or PIV-I 
smartcard to authenticate to a Microsoft Windows domain. This capability enables a variety of use cases 
such as those found in robotic process automation applications. 

Entrust CloudControl & DataControl: Provide comprehensive identity and access controls, including 
MFA, to further enforce user security.
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Maintenance (MA) 

Capability Practices Addressed by Entrust Products

C021
Manage maintenance

MA.2.112, MA.2.113, MA.2.114 Entrust PKI
Entrust nShield HSMs
Entrust CloudControl
Entrust DataControl

Entrust PKI: Logical authentication from remote networks and establish maintenance sessions can be 
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Media Protection (MP)

Capability Practices Addressed by Entrust Products

C022
Identify and mark media

_ _

C023
Protect and control media

MP.2.119, MP.2.120 Entrust PKI

C024
Sanitize media

MP.1.118 Entrust DataControl

C025
Protect media during  
transport

MP.3.124, MP.3.125 Entrust PKI 
Entrust nShield HSMs
Entrust DataControl

Entrust PKI: PKI and digital certificates can be used to encrypt data placed on media. PKIs, when lever-
aged with policy controls, can also be used to securely encrypt/decrypt data. We achieve this through 
PKI integration with AD group policies as well as enforcement with our Certificate Agent on Windows 
and Mac. The agent ensures that content can be securely encrypted/decrypted or signed/verified 
through the use of certificates and keys. Certificates can be used during “transport” to secure TLS as 
well as traditional file encryption and disk encryption for physical devices transferring information.

Entrust nShield HSMs: Entrust Shield HSMs provide FIPS 140-2 Level 3 certified generation and protection 
of cryptographic keys, which can be used to protect sensitive encryption and/or digital signature keys 
for critical applications. These applications can include PKI, secure web servers, secrets management 
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Physical Protection (PE) 

Capability Practices Addressed by Entrust Products

C028
Limit physical access

PE.1.131, PE.1.132, PE.1.134 Instant ID Issuance
VMaaS
Entrust PKI
Entrust nShield HSMs

Entrust PKI: Certificates are used in access cards and tokens to authenticate users into physical spaces.

Entrust nShield HSMs: Entrust nShield HSMs are tamper-resistant devices, certified to FIPS 140-2 Level 
3 and Common Criteria EAL4+ (EN 419 221-5). They are also shipped to customer facilities in tamper- 
evident packaging.

Instant ID Issuance: ID badge issuance to plastic cards or mobile devices, which can be inspected by a 
security guard to confirm that a person should have access to a building or a space. ID badge issuance 
to smart chip-enabled plastic cards that can be integrated with physical access door reader systems.

Instant ID on premises can issue printed plastic cards with or without smart chip capabilities. Instant 
ID as a Service can issue plastic cards without a smart chip (smart chip coming in the fall) or to mobile 
using the Apple/Google wallet systems on iOS and Android.

Entrust VMaaS: The VMaaS solution allows an organization using the solution to check in visitors  
and issue them physical badges. When these badges are displayed by a visitor, the organization  
can mandate that the visitor be escorted and can control the areas that the visitor goes to.





Entrust PKI: Secure onboarding of devices to networks can be managed with MDM/EMM solutions that 
leverage PKI for security. When it comes to implementing IDPS/WAFs, they usually require the use of 



Entrust nShield HSMs: As a best practice, any application or system that can make use of cryptographic 
material should have its keys protected by an HSM if possible. Entrust nShield HSMs provide FIPS 140-2 
Level 2 and 3 certified generation and protection of cryptographic keys, which can be used to protect 
sensitive encryption and/or digital signature keys for critical applications. These applications can include 
PKI, secure web servers, secrets management applications, and more, which protect CUI data with  
HSM-backed cryptographic keys. 

The nShield Inter-Module Path (abbreviated ‘IMPATH’) protocol provides a secure channel connection, 
mutually authenticated, between enrolled client and HSM, and between nShield HSM. Negotiation of  
the session is based on a Di�e-Hellman style key exchange. IMPATH provides the following properties: 

	 • Messages sent through the IMPATH can’t be read except by the modules at either end 
	 • A message not sent by one of the modules won’t be accepted as valid by either 
	 • A replay of a previous valid message won’t be accepted as valid by either module 

IMPATH can be used to communicate cryptographic shares, key data, and other sensitive information. 
ACLs associated with data items such as keys or shares can specify limits on the kinds of IMPATH over 
which the data may be transmitted. Secrets used to secure an IMPATH connection are never revealed. 

Entrust CloudControl & DataControl: Entrust CloudControl limits privileged access to specific systems; 
Entrust DataControl is leveraged to secure virtual machines via data-at-rest encryption. Entrust  
BoundaryControl is a combination of these two products that sets policies so that virtualized  
applications can only run on proven, trusted hosts that are physically located within the defined  
parameters. This can significantly reduce the potential for theft or misuse of sensitive data, or violation 
of regulatory compliance laws. 
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System & Information Integrity (SI)

Capability Practices Addressed by Entrust Products

C040
Identify and manage  
information system flaws

_ _

C041
Identify malicious content

SI.1.211, SI.1.212, SI.5.222 Digital Certificates (Code Signing)

C042
Perform network and system 
monitoring

SI.2.217, SI.5.223




